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(54) REMOTE AUTHENTICATION SYSTEM 
(57)Abstract 

PROBLEM TO BE SOLVED: To provide a remote 
authentication system capable of surely judging the 
identification an individual and the presence/absence of 
his access right and substantially improving handleability 
at the time of authenticating thp individual by using 
obtained biometrics information and key inputted user 
identification information corresponding to the operation 
of a prescribed authentication information acquisition 
software. 

SOLUTION: In a Web system 1, authentication is 
performed by biometrics information. In this case, 
corresponding to an accessing user terminal 5, a data 
kind as access information, an authentication request 
part 4B operated in a Web server terminal 4 as a client 
of the authentication, the environment of a Web server 
S/W4C being an application in use and authentication 
history (authentication time state), an authentication 
information obtaining S/W for dynamically obtaining the 
information required for the authentication is selected. 
Thus, identification of an individual and the presence/absence of his access right are surely 
judged corresponding to the environment 
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ifjs*ica'>4<i:fe ixaisaaao'W** tvt 
tticfSUT, ±e i xafcaas©'^** r- y *x«t 

— if^(ctt^o:< 1 1 xasaasow** 'J 
if«a*&t/xtt±Ea->f icjs&fc i xtttsaoBSEfe 

tf-^frfc^vo- KSftS±E3--'9 , <>a*&tfX« 

j&*-tt&Kfzm&Qwmmmv7yv*7Q 
awcj&isT, ±e i x*iaaaa©/w*y y y *x 

-Afc*nfca-lfKSiJt«8*ffl^** * t utc t * 
ftafc-rsaiBBES'X-rZ*. 
[H**3] ±ffia-»f«S*taR«nft±Effla<0 

mt&mz%tzwimmv7 h7*7*fli*. 

BBJII©8MB48«H] 
[00 0 1] 

?Ji£* 1 ■30SliWw<«a*teTfc<l'«fcf7$ S/*^2» «o 
C0002] 

AO«StS&a»^iSfflAOffi?)3l€l8«H:7*-b^ 

[0003] cneoffiEEfcbx, #»KW9§traa so 
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^OfflAOEtS*. cn50l§#£*>tffc*oTfflA<O 

C A- K^ttlW^BtaSlc <fc OBiiEft^teKffflo It 
9, i25»*^X7-H1i«©Sia»cJ:»)*A«W/) , *A 

>>, W*<(LtW-V (OTP) vofRtfft* 

t, *©»Etst»<»t>fct>> tmm&iwmK. 

ft*. SSWKfca-KSfctefflLftt^ EfitJ:* 

biie*i£«tis» (fitfoftaojsarcffift) 

fctt, BII19«tta«t'«li:tH"r*<&Ha , fc*. 
[0004] 

m awm. WHm«§ofliAos»w»at»« 
/w*/hy*xffi«ic*aB!iETtt, g»**«f8T 

SE#<&BT?«*. M;*Xft«K.}:*|gIiE 
J&ftfWKSa&t a— *WB7Tttft<, 1811 

*C fctfSBTfc*. 
[0005]CCT?IETF (Internet Engineering Ta 
sk Force) ©RFC (Request ForComment ) tcSB? 
tlTvVSR FC2138 ( Rente Authentication Dial In 
User Service, WT RADIUS, MRF C20S8^S 
9r) TKiS2MTI/'>5 RAD I US*- ^tt, RAD I 

u s 7> v<DWMmz&m*fiicmW:m 
is mwmti ®&K.tt.*<oM®8m\c& Kxthmm 

[0 0 0 6] CO«J;^fttt««>ltLT, Sft»C«ll8¥9 
-8151 8*t£S3lCjjWFft3 T*-y h7-^±©IZEE 

/<»c7^-bXLTSft«^n:, 77y-r— >3V*-/< 
[0 0 0 7] ftttu**Yvtxftm®Mzmw 

[ 0 0 0 8 ] C O5Bfl»iW±<0BBaa*«?^t*fc4J)4 
J&fT^H, UK»cfflAO»)£tiSfflA07*-tXf1 : OW 



Bjaiiffis/X^AStfiaJiBIIiE^a^ff* c fcfcBttit 

*. 

[0009] 

y^BH*fT5iSIHiBli£5'*7-Llc;fei>T* Jbffia-7 

8WSBHtf!S8l**u ±EBIE?-><lc«±Ea— yoa 
5fcftlfXtt±fia-1ffcJ£;i;fc 1 XttfflS«DSfE1B«B 
®V7K7x7tf«»ftSftx BSEfc»tT±IE88!iW- 

/<fr5*> vd- psns±ea— iflS5feRtfx»±e 
&BnmzfiftX'<** hy*xia«atfXtt*-A 

[0010] £7!:#CD%WC&&iSflM->XrA^ 20 

Stmttu ±eBSW--'<fctt-tEa— 1f«S*RtfX»i 
±ea-*K£i;fc 1 Xtt«a©ffiffi8«Ifi1#V7 
x7jWBfft<rtU BEk:|SSLT±iaS!IE^-/Wfe^ , > 
vd- KSh*±Ea-1f«5RatfX»i±E3L-lf »c*S 
UfcffiS©ffiIiEia«JBf|y7 h9x7©ttroc(5i;T, 

±e i xutsaas©' w h y *x©^«ht»^ » 
snfc/w** h y *affi«ftt/xtt*-,\a*ftfc3. 

[0011] asfcacawcfiSsaflSKiiES'Xf-i.. 

ti, ±ffia-ifS3^K:8S8«ftfc±!afia©>W** h 
fllfcfif tMEflMPRfty 7 I- t> x7*<Sl* * «.©?<& 

s. 

[00 12] 

[£W©$ffi©$tt] WTSEfc^LT, C©^l© 40 

saa©jgfiSicov>TBa-r*. 

[0 0 1 3] 8»©JBHS1. HllCC©«W%Web'> 
7,fL 1 lcj8fflUSl§£©SS«©£88l OflUttaVf . 
*»y h7-*2.fc»cB!iE?--'<«8*3, ffiE*?.<<7y 
MSB*4 (*ffrt?ttWebtf-><4»*) , a-+fAft*5 
SStffiRSnS. C©*5*We bJ^ri*! tWe b 
tf-,><4 8a— yfr&a-«ffl8*5*li;T7»-fc;iS 
ftfc!}te, *©a— !f©fflAKIE*ffiiE'9— ^«8*3*» 

5. 50 
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[0 0 1 4] 8S£^-/«85(t3«, BSEfJ18l»3Ai:, 
ISM^x-i"*-* 3Bi, BE18f88ff y7 hVx 
CttT» V7b7x7«> S/WtEJBtS) 
3 CifctttttS^-VtAaVt?:!-**?-**?- 
— >3VS?©3y»fa-*«E (WT. «WliLTCP 
IK r-f**, HHW®»9*Wt*t©** 

t) "CSS. SfcWeb?-A4S*4tt, Web?- 
t*-^-X4 At, BEttJSfflU BKtfa-tfOHBiE 
M&84We b-9— /<S/W4 C&Hiftt&'Ir-Vi-Jl' 

[0 0 15] a— (f«fcfeKB5«, We by— /UB*4 

©««*awt6759*f 5 a i:. ffimwutfi s /w 

5 Btffi&flsTS/<-y*;i'3 y£ a-**?-**?— 

j/s:4?©3vi;a-*8HT**. Sfca-yma 

H 5 fctt/ Ut* h 'J * 6 a'»«snT ^ 

[0 0 16] C©*54We bS-arAl KfcttSBSE 

jaa©8iin*H 2 K*t. s-f a-y«s*«H 5 x-w>rt 

LT^*77y VT**7571f 5 Alcj; 0, 

a—y^KH©^ 5-< 7 y h T«aw e b -y— ><«5&* 4 

©fflffifiOK^We b^-/<r-?>^-^ 4 A©W«lc 
7f*^LftlS^ (SP 1) t^TiUM-r*. *©« 
ffiS©B^1Wi©7i'-feXIPJffll«(T'3T^S77yy- 
•>9VTSSWeb^-MS/W4C«, Ka-tfW 

R?^'** (SP10) . 
[0 0 17] -r4fc5Webtf-/«S&5tt4©We by-- 
/^S/W4C»i. ^7W7Vh I D WlWm<0t8i&\ 
. 77"y-5r-i/3yID (Bm%£&ttZ77V 
*r-i/3 >"CJB*We by--^S/W4 COffiPJ?) > 
7f-bXr-^MiJ (a-y*'7^-b^bTeftr-^ 
©fiffil^;V) t«lcSBMte®S34 Blca— tf(0l2EE^ 
i£SBTS«C&«lA-r» (S P 1 1 ) . K8ftftiSffi4 
B li^iE-y-/^ 3 '\±Ettffl*frtra-y©BBEK 

[0 0 18] a-y©ffiiiEE*%S<ibftffiBiI-y-^ 
*3©ffiESHWfflJ3AaBBEf 5^7 Vh I D> 7/y 

?§S/W1 l*S«-r* (SP2 0) . &E18$88!HiS 
Sa©BBiE«ffl*«^-r*EliE13«W?§S/Wl I fc* 



ti (SP2 1) . 

[0 0 19] We b^-/yfi*40miffifflS54BHs 
We btf-><S/W4 OZti&ttlltWaLtiffl&S/ 
Wl l*5lt»U a— »f4o6BBEtt«OlWI*^ 
U *©JS*fc.J:9Web+rw<s/W4Ca»6a-*f 
«S*5KSIiE1taiaf§S/Wl ltftSS«tl5 (SP1 

2) . 

[0 0 2 0] a— <fJ8S*5 OlT^'tfS A «t6aS2*ifc 
SfttiaOH S /W 1 1 *g Wl* 9 v C ©BSEHN8B8 
S/Wl l*BEE1f«S/W5BtLT«:Blff«^a 
(S P 2) . BBE1S«S/W«. Sfctttea-lfl D 

(*to, stt. mm. m 

9*1ffl*> /<X7-K J f>7yi»'fi»'<X7-Kg©8! 

(QS/WfcttlBLTlWFt*®^**. ffi&ElfftKS 
S/W5B«. :r?7lf5 A*ftLTWe btf-><«!fcfc 
'sSHIUta— »fl DfcffiffilSaMtfSS-tS (SP 

3) . 

[0 0 2 1 ] We b-9--^«S5ti40BiiEflaffiSJ4 B«W 
ebtf-^S/W4C«tft/C, a— yfrSBtftUfca 

-if i d timtmzw&y-' 3 'viest a cs 

PI 3) , KK^— At®* 3 Ot&ffifcWgB 3 A te&sS? 

nfca-*i DtBiiEtwitit). *-*r®mm* 

S (SP2 2) . C©fc««nS2ftfc/W**H;»X 

£*-X3 Blcrc4S«**VtvafflA1t«i:!B-&T 
S. «Easnfc4TOSiliE1tfflOjH^f*Atf>J»rLft: 
CO»*€Ba£0^5^ryhTft*Web 

<fc#n«*A-m*^iW«Lcti«asrr3 (sp 

23) . 

[0 0 2 21 Wm&Z8V1tWi<D?7'(7y\'?& 
SWe b?-/<Aft5fc4©K!iEflaSffi4B«, *-©ffil«8 
«*Web'9--AS/W4Ck:aitt , r%, Webtf-/< 
S/W4C«KBSEIMIte*9Ka-«r»c»LTWe b 

mxa^iiFoi^^fa (s p i 4) . KfflS 

1&»©a**fr5^ a-»T7*-tXfc»"r*llMls*fT 

[0 0 2 3] 4*a-»f«8*5 (BH««S«IS/W5 
B) tWeb^-/«tt5R4Kt, We btf- M«a*4 fc 
SEE^-/^4a*3ra ItfmTN* 
SS£W«i(O{0S«fTit S 2: MIC. J89T$L©«JS*K 

•rscttf-p**. sfc<is'j«a5i5MTtt4<, a-if« 

*5 (BEHt*Mtf&S/W5 B) fcBHtf— ><«8*3HS 
(ffiMfiPffl3A) •PB|^fk%llttl/TfeH«»=«5 , r 



(4) fSPV I l - 2 2 4 2 3 6 
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[0024] mmmi. cc-em. bust/b^t, r 

-*«-Xfi»i<D*«ftWi:S!liE11iail»S/W5 BO 
iURjfflafc^^TIKWrS. H3<0KIEWa7 t -i" < - 
X3BlcttfflAa-ir«©1IWBi:LT> a-*ID, a 
-*f U^;K SIiE19f8©«§JW8««nT^S. a-«f 

i Da, m £tt, ttus^ mm* fflfc «b® 

•>Xf-AT?fflAt|teW9fi6nTV>* i DT?fc*. 
*fca-7l^Utt«ffi1&«^©7**Xl'''Ol'T?* 

to stum MiBtBfaso/w** hy*xm /< 

X7- F1t»*7:/*-r2*'<X7- K©ffiB8«T?*S. 
[002 5] H4©BE1B«llMiS/W7-;U3CiC 

S/Wl 1*, 2*©ftt*ni«*IW#**BII1tttl8S 
S/Wl 1 , }StttiK8i:a!»t0^©^T5M[tB«j« 

tts/wi i wwswsftT^s. $tt. 

S/W7-;1/3C«, fflgl/*<;Wc*iJt;Lfc>g*BII£4 
SUISSE® S/Wl 1 tT-fWltffiZftTV&o 
[0 0 2 6] COUffifll 1 T©!2Etf-/«8*3©KIiE 
» ttttltfl S /W 1 1 ©ifflRfflfllOittW t LT. S-f r- 
Jr«SJ=17©We b?-/<T-*'<-X4 COttfBtea 

-tfA^f-tx^UTtfe^&iWtl-s. t©fc«ffi 

Htfc®6?4 BOKS'J?K:ffla-r8BIiEi'5l'7Vh 1 D 
= 15fcU Webtf- /tS/W4C©B88'J?lc«a-ra 
rT'y^r-faVl D=25frS„ Web?-/<S/W 
4Cttr-?ag | J=l7K7^*X«S^> BIEtfaB6B4 
B lea— *f©ffifiEtf&gT*S C t Z'mtZ, ffiEEtt 
8ffll4Bttf2IiEtf— '«3^18m r-*ffl»J= 
17, BE^Wrvh I D = I5, 77*)*- fa'sl D 
» =25«rtra~ »f©|gJIB#*afi , ra. *l/ccn& 
©l9«*SA,f£E8iEg#*fMtf-/<llS* 3 *<gST 

[0 0 2 7] KBE'9--A«^3©ffiliES l Jfflia3Atts 0 
4 ©KE««Bt» S /W7-* 3 C ©r- * ^-X t S 
ratfcEEg#©f-*iI9J* , 5g#«tifcr-*ttffl 
ffiai^;P2T**ft*s H^©*^»cl^^2Wi:© 
S2ffiEt9*8&H S/Wl 1 ©»»?Rl66fil« 3 6ft*. 

[0 0 2 8] Hft0>J2. $7tB5&tfEa6«ffl^T. SI 
3 tl?ltt»cBliiaaT-i"<-X©-8B©SiJ©SIW(W ) & 

40 itiwra. ccK.it. tmtUTybi D&tryv 

Y—> 3 V I DSOSOTft&ffiliEftttfl*® S /W 1 1 
tf*24aT^«. BE^><«8*3©BESiJ8i8&3A 

cn5©1t«KJ;9, BE*7^7Vh I Dir>$8 
#-e*fr077 , 'J'Jr-i'3Vl DfrSa^TtaKBEIS 
«W»S/W1 l©««i*»lS. UoX. f-fiWlK. 
ioT, A, B, C, D» B, Ftf«IS»Cft5, BffE^ 
5W7VH DK<kt>T. C, D» Etf(8«H:49. 7 
fsvi D»c*-3Ts A, D, E, F«««ffifc 

so [0 0 2 9] C<0ja?BIi^Effi«i«»S/WO«ffl^ 



•ewRts. coenoj-jKx 7*-txi8«'ess7 f - 

««7l^V7>MclRTt. <HA©»Sfc&flA©7 

[0 0 3 0]5SB&ff93. £©$«««£ ft, a-*fl D 
a*ffiSE8*te3£tvrft»)> B3©ffiSE1t8T-i"S- to 

5. C©^©Bttt*H2fc©»J5SB#KISM35*tt 
Ufc08lC*-r. *i\ Webtf-><ifcfc4tt, a— 9 
I D Stt, ttfi!S<i. flrS, ttflTs BBS** 
^^i»TfflA«lc|i|9fi6nTl>« 1 D) *JWtU 
SLfca-1f 1 D, 9U7VY I D (OHM 4 B 

77'Jfr-f 3 Vt?S*We btf- /tS/W4C©!SHI 
, 7*fc*r-i'a»J (a-W*«LTeft 
T-^»©®fB^W «tifcfcB!iEfl0K8&4Bfc8Sa- » 

*f©ESE*«ss-ts. 

[003 1] H7©SK19«T-*^-^3Btt, a- 
♦f©«9J (f-?fl«*-lfti-W) - Wet 

ft£©££Sftls]ft* -e©BIiE««SKf S /W©SKtt 
lUHBMt. a-ifflAMO 

[00 3 2] a-*f 1 Dtff8IES#fcSSnT^Si&a » 

afMHti/ca— if i d= > -c*t>, mm<omtmm 

fcr-*«»J=17, ffiH^^VH D = 15, 7?'J 
y->3Vl D=25©J§S, f2M«*5SM BttSEtf— 
/^S'V UEIttBfc LTa-tf I D=K r-*« 
gy=I7» WSLtHTSY I D = 1S, 77W-'/3V 
I D=25«rtfa-*f©KIiEg#*Sfi-f S. 
[0 0 3 3] *UTcn60««^^ffiaiS«!SrB 

*,TA, B, C, D, E, Ftf«HK*9, S8E*7 «o 
W7VM DkUoTC, D, EfflStffc*!), 77'J 
y-V3VI DKioTA, D, E, F*IMRM»C4&, 
agttfcD, EO^SfrtfSfcSn*. «7t, a— «f 
I D= lTJ&SCk*»&, SM$Jffll6S3 AttttSElHia 

@B«B30§ttD» 4@§E iJl^iiteaBR-f 

*, CCftta— if I D=l©ffiBEEB8=20T, ^0 
«ZHgiTfc8fc»fi!EE1t«»»S/Wl 1©D*<SJR 

[0034] ffiO&ttW. ifc. H7KSt*^JcBBE » 



1 1 -2 24 2 3 6 



1t»T-*"<-X3 Bfca— •fS»ctefflT?SSBBE»? 
a VfcffifflLTl^S fcgC^&a-tffcJtUTfHiElftffi 

iwts/wi i*j8tt*a$©7**xsy»tfsssiT?e 

9x fiEWP«*7^ , ;'5r— >3VI Dtefc25*<fc*fc 

[0 0 3 5] Sfc* 07Cwfa— •ffflPJKJoTfclg 

E«««»S/W1 1 ©2Stt©iJrS*«JET*%. 
»cBBE^7'<7V h J f»7y , J'5r-i'3 >tea— «f tHffl 

C«MBl^;V*9J9fin»f, B&ltflWMSS/Wl 1© 
jiflBjfc, B5E^-y<fijg5ti3ttffilI»5^7Vh©U' , C 
;l/fc7^y-!r— >3 V©l^;Vt7^-fe^7 , -^M9J© 

[0 0 3 6]KSEtiH8J8»S/Wl l©attW»«4, ± 
JEtHttT?a&5«», a— If I Dt*-fr"l?»c8tf#LtVSfc 

e&^©»tf<ES£ft£ 
07©*Ai:BiI«nfcli&«c77y^— >s v«c5l* 
ia«n*7yy'5r— >a V©»JfiIft«1?*as K e y - 

1 *W e b 4 *M£ffl l/C#8*7 * -fcXMIP 

[0037] 2&ic, Mm*m7 <om-£&vmti 

±©SE1tS«^S/Wl i©(f?, iSicO^ifffi© 
Sfc?flfc 1 t>©*&a-*f©!!B-&nyj6f»5»u 

CCTtttO@©E©Sa'&ffMffi* , «fe»W' , ©'PE 

[0 0 3 8] Sfc, ffiH*f~M«*3)!P6KIH'^'f7 
yh^ffiliEQ,«S/W1^««B8-rS0lJt>$«. ±SE 
LfcWe b^^AI ©y-XT«l^E<'7'('7y 
**Web1J— /USjMlcfc^T, BiHB«9l»S/W 
*«BS«H:ft*oTL*5«i*»Ctt. ffiS*5-<7Vh 
©Web^-^«*4ft^Em«l!l^S/W] I **» 

M(S*3 J^e-BH^ 7^ 7 V h ©W e b 4 
'v BEti«W»S/W©<6aS*l/»ca— *fJS*5C(5 

[00 3 9] «±©<fc$K, C©Web->^ri»llCfi 
^T«i, /W*/ hy*Xl»«»cJ:5ffiiiE«rff^®^ 
tc. 7*«LT*fca-lf*, 7^txffi«l?*a7 J 
-i'fflS'J*, BBE©i'9'f7vhTft*We btf-^«!l 
*41?tt<l5tTl>*KE«E®Bq4 B*, «7^y*— 

•> 3 y?s*we b*f-/<s/W4 cs©aw*BEEa 
mt^smmm s /w 1 1 *afi?f * c 1 1 * 

9. fflA© ! »3SkK<iA©7ir-b^«l©«M**©S« 



9 



(6) 
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[0 0 4 0] $ftO$AB2. CO&S&OJBA82 t^fT 

»sntoieiiiiMnikift(o?$«. hi 

flR»lcPMW«flLftH9tt, /W**hy**1«i 
*ffi8**a-1f«a*i:ffiiiE W 7> KOifc**^- 

y5 Ei:SIiEfll«lMf S/Wl i«W*'V-yt* 

[0041] &m\zit±M<Dmom\ t®tv& 

5, 02, Ba&CttJSBMHcftH^fcttbfcBl 0 
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